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I Ha nyTu K coBepLieHHOMY KoAay

- Performance & type conversion warnings

I * Visual Studio 6.0

* Visual Studio 2003
- Secure CRT

* Visual Studio 2005
- Secure STL

* Visual Studio 2008

- Strong deprecation



Integrated code verifier
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Integrated code verifier

» AHaNM3npyeT NOCTPOYHO
« HeT npoBepkun bonbLuen Yactu npobriem

x Jlerko obmMaHyTbCS
+ bbino
- wchar _t a[20];
- wesemp(a,L"TEST1234567890abcdef");
« Ctano:
- wchar _t a[20];
- wesemp_s(a,10,L"TEST1234567890abcdef");

> pragma warning ( disable : 4199 )
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CERT C++ Secure Coding Standard
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£ Lanquage C++ inherits a host of opportunities for type violations from C and adds a few of its own.

C++

- Bjarne Stroustrup, "A raticnale for semantically enhanced library languages”
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CERT rules
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|=] ARROO-A. Lwvoid using the sizeof operator to determine the size of an arraw

|=] ARR30-C. Guarantee that array indices are within the wvalid range
=] ARRS1-C. Use consistent array notation across all source files
1 BSCO0-A. Prefer basic string to the use of null-terminated bwte strings
DAMNI0-C. Do not refer to an object ocutside of its lifetime
DAM31-A. Set pointers to deleted cbjects to NULL (DRAFT
DAMN33-C. Do not use invalid iterators

DAMNId-C. Do not dereference invalid pointers
DCLO0-A. Declare immutable values using const or enum

DCLO3-A. Place const as the rightmost declaration specifier

DCLOS-A. Ensure derived classes properly conform to an "is-a” relationship with their base classes
DCLO7-CPP. Include the appropriate type information in function declarators

DCL10-CPP. Maintain the contract between the writer and caller of variadic functions

DCL11-CPP. Ensure tvpe consistency when using wariadic functions

DCL1Z2-CPP. Implement abstract data tvpes using opague tvpes

DCL31-C. Avoid self initialization

DCL31-CPP. Declare identifiers before using them

DCL3Z2-C. Avoid runtime static initialization of cbjects with external linkage
DCL32-CPP. Guarantee that mutually visible identifiers are unigue

DCL33-CPP. Ensure that restrict-gualified source and destination pointers in function arguments do not reference overlapping object=s
DCL35-CPP. Do not inwveke a function using a tvpe that does not match the function definition

EXP01-4&. The second operands of the logical AND and OR operators should not contain side effects

EXPO&-A. Usze parentheces for precedence of operation

EXPO7-A. Operands to the sizeof operator should not contain side effects

ExPOg8-a. A switch statement should have a default clause unless every enumeration value i= tested

ExP30-Z. Do not cast awayw const
EXP32-C. Do not access a volatile object through a non-volatile reference

EXP33-C. Do not reference uninitialized variables

EXP34-C. Do not depend on order of evaluation between seguence points

EXP35-C. En=sure that the right hand operand of a shift operation is within range

EXP35-CPP. Do not access or modify an array in the result of a function call after a subseguent seguence point
EXP37-C. Avoid side effects in assertions

EXP38-CPP. Do not call offeetof() on bit-field members or invalid tvpes

EXP39-C. Don't bitwise copy class objects

FIOO01-A. Do not make assumptions about open() and file creation

FLPOO-A. Consider avoiding floating point numbers when precise computation is neseded
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I [TfpMmepbl NnpaBuUn

» MSCO7-CPP. Detect and remove dead code
I « EXP05-CPP. Do not use C-style casts

 FLPO1-CPP. Take care in rearranging
floating point expressions

 ARR30-CPP. Guarantee that array indexes
are within the valid range

« ARR37-CPP. Do not add or subtract an
Integer to a pointer to a non-array object

« EXP12-CPP. Do not ignore values returned
by functions



OcHoBHas uenb paboTbl

» Co3gaHue cpeacTea, ynpolyaroLllero
noseneHne npoekta o CERT-compliant
COCTOSAHUSA



I UHTerpaumsa c VS

KoOHTenHepe Error List

» [lpoBepka byageT nponcxoauTb Ha 3Tane
KOMMunauum

* [1pun wen4yke no ownbke byageT nponsseaeH
nepexo K COOTBETCTBYIOLLLEMY MECTY
MCXOOHOro Koaa

I » Heobxogonmo nobaBuTh elle oaHYy CeKkumio B

Error List -« 1 X
141 Warning | (i) 0 Messages
Description File Line
Usage of MACRO with side-effects on its arguments  testcpp 7T

4 Code Definition W... |22 Call Browser | 5] Output f Find Symbol Results | ) Error List | 4 Task List



Peakuusa nporpammucTa

* [lepenucaTtb NOOO3PUTENBHbLIN PparMeHT
Koda

* YKasaTb verifier'y, 4YTo oluMOKM 30eCb HET
- TODO
- SURE

- REVIEWED
- COMMENT

* VInn owinbka ecTtb, HO OyaeT ucnpasrieHa

NMNOTOM
- UNSAFE
- WARNING



I Security.h helper

KOMMNUInpyeTc4
* YKasaHusa verifier'y HUkKak He BNuUALOT Ha
cbopKy nporpamm

I * [IporpamMmma ¢ KOMMEHTapPUAMMU

Security.h
(Global Scope)

$pragma once

v BO3MOXHOCTb UCNONb30BaTb

Find All References n3 farine NSRFE(. .
KOHTeKcTHoro meHw Visual e Rl
StUle #define COMMENT (...)

$#define SURE
$define UNSURE :
$define REVIEWED(...) :

#define TODO(...)

dl
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Ucnonb3oBaHue Security.h

PreviewDialog.cpp | AddModes.cpp |~ WebEditWindow.cpp | CSafety.h |~ CBinaryBackup.cpp | EUProject.cpp |

“[¥ CPreviewDialog j IﬂVgetBru:uwsers[std: :map<tstring, tstring > & mapB2Path)

___WABNWNING NOOOSPMTENEHEEI LIMET )
for (::)

dwCurBrowserKeySuffix = MAX PATH-1:

long 1GetCurBrowser = RegEnumEeyE=x (hkRootBrowsers,dwlndex,
pwesCurBrowserEeySuffix, sadwCurBrowserBeySuffix,
HULL, NULL, NULL, HULL) ;

if (1GecCurBrowser != ERROR SUCCESS ||
1GetCurBrowser = ERROR_NO MORE TTEMS)

break:
¥

dwlndex++;
¥

e

vecBrowsersEeysSuffixes.push back(tstring (pweCurBrowserKeySuffix) )

f

Fnd Syn'bol Results - 1 match found

j? mainfrm.cpp(71): _ WARNIMG [ BpeMEHHEIR 38ThIK, NOKA HE OyAET BEEASHA DMNETPALMA TEMOE ); ‘I

j? nfa.cpp(9): _ WARMING ( Mcnonb30BaHWE rNofansHEIN NEPEMEHHEIX )

-';1? previewdialog.cpp(533): _ WARNING ( noao3puTEREHEIA LMKn )

-';1? recentfiles.cpp(206): _ WARNING ( Bo3MOMHO KpMBaRA anpecalial )

-';1? securepublication.cpp(81): _ WARNING ( B opriribane Bbin ETOpOA apryMeHT

-';1? webeditwindow, cpp(1046): _ WARNING( MEANEHHEE 3TO CAENETE MPOCTO HEBO3MOMHO! )
-';1? webeditwindow, cpp(1072): __ WARNIMNG ( MOXKET 38MEHWTE YTO-TO NMIWHEE, BE3 rEpaHTHA )

& Code Definition Window || J) Error List || Task List lﬁﬁ', Find Symbaol Results ]_ﬂ Find Results 1|5 Find Results 2
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[Nomevyaem
LMK C
“HEKOPPEKTHLIM”
yCrnoBuem ans
nanbHenLwero
nepenucbiBaHus.

CHM3y BUONM CnnCoK

BCEX aHaNOrM4yHbIX
npobnem,
ncnonb3yemMbln Angd
HaBurauuu.



KoHTponb KayecTBa KoAaa

 [lpoynTaB KOMMEHTAPUN K NPOONEMHbIM
MecTaM Koda MOXHO caernaTbh BbiBO, O

COCTOAHUN MPOAOYKTa
- [aHHyt0 npoueaypy MOXET BbINOMNHATbL any

technical person, He oba3aTeribHO NPOrpamMMuUCT
C++

Find Symbol Results - 1 match found

-] = _ HACK - q:'\eauthor_new\Common'shared\CSafety. h{40)
-';'|'> addnodes.cpp(600): _ HACEK ( size hack: B opMrMHane MTEPaTOD BRIEHAN 33 pa3mMep )
.'ﬂ? csafety.h(40): #define _ HACK(x,...)
-';'|'> formview. cpp(421): __ HACK ( 4yTof He cipawmBeano no cTo pas J
-';'|'> webeditwindow.cpp(553): _ HACK ( creayiowmii Koo NnanacT MY BCTaBKE M30hpaeHMiA
-';'|'> webeditwindow.cpp(550): _ HACK { BelOENEHWE CTABWMTCA HE TOYHD HE CAMOM IENEMEHTE, & 3a0EraeT Ha CMMBON

-';'|'> webeditwindow.cpp(679): _ HACK ( BbloeneHMe CTABMTCA HE TOYHO Ha CaAMOM 3eneMeHTe, a saberaeT Ha ameon
-';'|'> webeditwindow. cpp(1347): _ HACK { vzobpamerma umetoT Tin Control, NnosToMy NpocTo MMHOPKMM KX Mo TNy )

4 Code Definition Window | g, Error List || 24 Task List | g7 Find Symbol Results (S Find Results 1|5 Find Results 2



KoHTponb cooTBeTCTBUM

COMMENT ( =3amnoJiIHdeM HauvaJIbHYK MaAaTpPpULLy | )
{

p. 11 =1; p. 12 = 0; p. 13 = 0; p. 14 =0

p. 21 = 0; p. 22 = -1; p. 23 =0; p. 24 =0

p. 31 =1; p. 32 = 0; p. 33 =1; p. 34 =0

p. 41 = 400; p. 42 = 300; p. 43 = 0; p. 44 = 1;

3b37d2aal — KOHTponbHas cymma no Koay
N KOMMEHTapPUIO

['eHnpyeTcsa no HaxaTturo Ctrl-D B
npegenax bnoka

HecooteeTctBme CRC — Toxe Warning



CywecTtBYyrOLwMe nporpammbl

Flawfinder

- works by using a built-in database of C/C++ functions
with well-known problems

c++check

- checks memory leaks, mismatching allocation-
deallocation, buffer overrun

Oink
- checks static assertions about C++ programs that can be
expressed as a polymorphic dataflow of type qualifiers

Dehydra (scriptable engine for code analysis)
Edoc++ (checking through documenting)
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